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1. Introduction

This document outlines the policy of Belvoir Warrington with regards to handling our
data protection obligations and the rights of customers to comply with the General
Data Protection Regulations (“GDPR”).

We are committed to compliance with the GDPR. We will as a minimum meet the
letter of the law, but wherever possible we will also look to exceed it.

This policy sets out the procedures that are to be followed when dealing with
personal data. The procedures and principles set out herein must be followed at all
times by us, our employees, sub-agents, contractors, or other parties working on our
behalf to ensure the correct, lawful, and fair handling of all personal data.

2. Definitions
Customers

Data Subjects

Data Controller

GDPR
ICO

Personal Data

The Company/We/Us/Our

3. Data Protection Principles

Data Subjects

Any person we obtain personal information from,
including property sellers, buyers, landlords, applicants
and tenants.

a person who (either alone or jointly or in common
with other persons) determines the purposes for
which and the manner in which any personal data are,
or are to be, processed.

The General Data Protection Regulations
Information Commissioners Office

Any information relating to an identified or identifiable
natural person; an identifiable natural person is one
who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name,
an identification number, location data, an online
identifier, or to one or more factors specific to the
physical, physiological, genetic, mental, economic,
cultural, or social identity of that natural person.

Belvoir Warrington is owned and operated under
licence by Pembertons Housing Ltd, company
registered in England Number 6538229 The ultimate
holding company of Belvoir Property Management (UK)
Ltd is Belvoir Lettings PLC (Registered in England and
Wales) - Registration Number 7848163.

3.1 We aim to ensure compliance with the principles of the Regulations and as such all

personal data must be:

a) Processed lawfully, fairly, and in a transparent manner in relation to the data



subject;

b) Collected for specified, explicit, and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes;

c) Adequate, relevant and limited to what is necessary in relation to the purposes
for which it is processed;

d) Accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that is inaccurate, having regard to the
purposes for which they are processed, is erased or rectified without delay;

e) Kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data is processed; personal
data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes subject to implementation of
the appropriate technical and organisational measures required by the
Regulation in order to safeguard the rights and freedoms of the data subject;

f) Processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures.

Lawful, Fair, and Transparent Data Processing

GDPR requires that personal data is processed lawfully, fairly, and transparently,
without adversely affecting the rights of the data subject. To ensure we are
compliant we will only process data where:

a) The data subject has given consent to the processing of his or her personal data
for one or more specific purposes;

b) It is necessary for the performance of a contract to which the data subject is a
party or in order to take steps at the request of the data subject prior to entering
into a contract;

c) It is necessary for compliance with a legal obligation to which the controller is
subject;

d) It is necessary to protect the vital interests of the data subject or of another
natural person;

e) It is necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller;

f) It is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the
fundamental rights and freedoms of the data subject which require protection of
personal data.



5.2

5.3

5.4

5.5

Processing for Specified, Explicit and Legitimate Purposes

We collect and process the personal data set out in Section 22 below. This may
include personal data received directly from data subjects when we directly interact
with them.

It may also include data received from third parties. Third parties include but are not
restricted to — Contractors to carry out repairs, landlords contractors and gas &
electric suppliers.

We only process personal data for specific purposes —
a) As set out in Section 22 of this Policy; &
b) For other purposes expressly permitted by GDPR; &
For the purposes meeting any statutory obligation we have; &
¢) Complying with any other legal obligation.
The purposes for which we process personal data will be informed to data subjects —
a) Within our written Terms of Business;
b) On our Website;
c) Verbally at the time information is taken;

d) As soon as possible after collection where it is obtained from a third party.

Adequate, Relevant and Limited Data Processing

We only collect and process personal data that is adequate, relevant and limited for
to the extent necessary to provide the service we agreed or for the specific
purpose(s) informed to data subject.

Accuracy of Data and Keeping Data Up-To Date

We will ensure that all personal data collected and processed is accurate when
collected. Then reviewed at intervals thereafter to ensure it remains up to date.
Appropriate steps will be taken, in a timely manner, to amend or erase inaccurate or
out-of-date data.

Timely Processing

We will not keep personal data for any longer than is necessary, considering the
purposes for which that data was originally collected and processed. When the data
is no longer required appropriate steps will be taken, in a timely manner, to erase the
data.

Secure Processing

We will ensure that all personal data collected and processed is kept secure and
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10.
10.1
10.2

11.
111

12.

protected against unauthorised or unlawful processing and against accidental loss,
destruction or damage. Further details of the data protection and organisational
measures which will be taken are provided in Parts 23 and 24 of this Policy.

Accountability
Our Data Protection Officer is Janette Hughes

We will retain written internal records of all personal data collected, held and
processed, which will include the following information:

a) The details of any third-party data controllers any third parties that will receive
personal data from us;

b) The purposes for which we process personal data;

c) Details of the categories of personal data collected, held, and processed;

d) Details of how long we will retain personal data;

e) Details of the measures we take to ensure security of personal data.
Privacy Impact Assessments

We will carry out Privacy Impact Assessments when and as required under the GDPR.
Privacy Impact Assessments will be managed by Belvoir Warrington and will address
the following areas of importance:

a) The purpose for which personal data is being held and processed and the
processing operations that will be carried out;

b) Confirmation of the legitimate interests we are pursuing;

c) An assessment of the necessity and proportionality of the data processing,
considering the purpose for which it is being processed;

d) An assessment of the risks posed to individual data subjects and details of the
measures in place to minimise and handle risks including safeguards, data
security, and other measures and mechanisms to ensure the protection of
personal data, sufficient to demonstrate compliance with the GDPR.

The Rights of Data Subjects

12.1 The GDPR sets out the following rights applicable to data subjects:

a) The right to be informed;

b) The right of access;

c) The right to rectification;

d) The right to erasure (also known as the ‘right to be forgotten’);
e) The right to restrict processing;

f) The right to data portability;

g) The right to object;



h)

Rights with respect to automated decision-making and profiling.

13. Keeping Data Subjects Informed

13.1  We will ensure that the following information is provided to every data subject when
personal data is collected:

a)
b)
c)

d)

e)

f)

9)

h)

)
K)

Details of the Company
The identity of our Data Protection Officer Janette Hughes

The purpose(s) for which the personal data is being collected and will be
processed and the legal basis justifying that collection and processing;

Where applicable, the legitimate interests we justify its collection and
processing;

Where the personal data is not obtained directly from the data subject, the
categories of personal data collected and processed;

Where the personal data is to be transferred to one or more third parties, details
of those parties;

Details of the length of time the personal data will be held by us (or, where there
is no predetermined period, details of how that length of time will be
determined);

Details of the data subject’s rights under the Regulation;

Details of the data subject’s right to withdraw their consent to processing of their
personal data at any time;

Details of the data subject’s right to complain to the ICO;

Details of any legal or contractual requirement or obligation necessitating the
collection and processing of the personal data and details of any consequences
for the data subject for failing to provide it;

Details of any automated decision-making that will take place using the personal
data (including but not limited to profiling), including information on how
decisions will be made, the significance of those decisions and any
consequences.

13.2 The information set out above in Section 12.1 will be provided to the data subject —

a)

At the time of collection where we obtain the data ourselves; or

b) At the time of the first communication, if the personal data is used to

c)

communicate with the data subject, or

Before the personal data is disclosed, if it is to be disclosed to another party; or

d) In any event, not more than one month after the date we obtained the personal

data.



14.
14.1

14.2
14.3

15.
15.1

15.2

16.
16.1

16.2

16.3

Data Subject Access

A data subject may make a Subject Access Request (SAR) at any time to find out more
about the personal data we hold about them. We will normally respond to a SAR
within one month of receipt, or two months for complex and/or numerous requests.
We will inform the data subject of the need for the extension, if appropriate.

All SAR received must be forwarded to Janette Hughes

We do not charge for the handling of normal SARs, but we reserve the right to charge
a reasonable fee for additional copies of information already supplied to a data
subject, and for requests that are manifestly unfounded or excessive, particularly
where such requests are repetitive.

Rectification of Personal Data

If we are informed by the data subject that personal data we hold is inaccurate or
incomplete, and they request correction we will do so and confirm our actions with
the data subject, normally, within one month of receipt the data subject’s notice, but
this may be extended to two months in complex situations We will inform the data
subject of the need for the extension, if appropriate.

Where any disclosure of inaccurate data has been made to a third party we will
advise the third party of the correction.

Erasure of Personal Data

Data subjects can request that we erase the personal data we hold about them in the
following circumstances:

a) It is no longer necessary for us to hold that personal data for the purpose it was
originally collected or processed;

b) The data subject wishes to withdraw their consent to us to hold and process
their personal data;

¢) The data subject objects to us holding and processing their personal data. Unless
there is an overriding legitimate interest allowing us to continue to do so. (see
Section 12 and 17 of this Policy for further details concerning data subjects’
rights to object);

d) The personal data has been processed unlawfully;

e) The personal data needs to be erased so that we can comply with a particular
legal obligation.

Unless we have reasonable grounds to refuse to erase personal data, all requests for
erasure will be complied with, and the data subject informed within one month of
receipt of the data subject’s request, but this may be extended to two months in
complex situations We will inform the data subject of the need for the extension, if
appropriate.

If any personal data that is to be erased in response to a data subject request has
been disclosed to third parties, we will inform those parties of the erasure, unless it is



17.
17.1

17.2

18.
18.5

18.6

18.7

19.
19.1

19.2

19.3

19.1

19.2

impossible or would require disproportionate effort to do so.

Restriction of Personal Data Processing

Data subjects may request that we cease processing the personal data we hold about
them. If a data subject makes such a request, we will retain only the amount of
personal data pertaining to that data subject that is necessary to ensure that no
further processing of their personal data takes place.

If any affected personal data has been disclosed to third parties, those parties will be
informed of the applicable restrictions on processing it, unless it is impossible or
would require disproportionate effort to do so.

Data Portability

We do not process personal data using automated means wWhere data subjects
have given their consent to us to process their personal data in such a manner or the
processing is otherwise required for the performance of a contract between us and
the data subject, data subjects have the legal right under the GDPR to receive a copy
of their personal data and to use it for other purposes (namely transmitting it to
other data controllers, e.g. other organisations).

If requested by a data subject, personal data will be sent directly to another data
controller, if it is possible.

All requests for copies of personal data will be provided within one month of receipt,
or two months for complex and/or numerous requests. We will inform the data
subject of the need for the extension, if appropriate.

Objections to Personal Data Processing

Data subjects have the right to object to us processing their personal data based on
legitimate interests (including profiling), direct marketing (including profiling).

Where a data subject objects to us processing their personal data based on its
legitimate interests, we will cease such processing forthwith, unless it can be
demonstrated that we have legitimate grounds for such processing and these
override the data subject’s interests, rights and freedoms; or the processing is
necessary for the conduct of legal claims.

Where a data subject objects to us processing their personal data for direct
marketing purposes, we will cease such processing forthwith.

intervention, express their own point of view, and obtain an explanation of the
decision from us.

The right described in 20.1 does not apply where:

a) The decision is necessary for the entry into, or performance of, a contract
between us and the data subject;



b) The decision is authorised by law;

c) The data subject has given their explicit consent.

20. Profiling
20.1 Where we use personal data for profiling purposes, then:

a) Clear information explaining the profiling will be provided, including its
significance and the likely consequences;

b) Appropriate mathematical or statistical procedures will be used;

c) Technical and organisational measures necessary to minimise the risk of errors
and to enable such errors to be easily corrected will be implemented; and

d) All personal data processed for profiling purposes will be secured in order to
prevent discriminatory effects arising out of profiling (see Parts 23 and 24 of this
Policy for more details on data security).

21. Personal Data

21.1 The following personal data may be collected, held, and processed by us in order to
market directly to potential customers:

a) Name

b) Home address

¢) Contact telephone numbers
d) Email address

21.2 The following personal data may be collected, held, and processed by us from
potential buyers and potential tenants:

a) Name

b) Home address

c) Contact telephone numbers

d) Email address

e) Their current property situation

f) Their property purchase/rental budget

g) Their current property purchasing or renting financial position

h) Their property purchase/rental preferences

i) Copies of documents to confirm that funds are available to purchase properties

21.3 The following personal data may be collected, held, and processed by us from our
property selling clients:

a) Name

b) Home address

10



c) Contact telephone numbers

d) Email address

e) Their properties value

f) Full details of the property to be marketed

g) Photographs of the property to be marketed

h) Alarm codes and other security information where we are conducting viewing

21.4 The following personal data may be collected, held, and processed by us from our
landlord clients:

a) Name

b) Home address

¢) Contact telephone numbers

d) Email address

e) Their properties rental value

f) Full details of the property to be marketed

g) Photographs of the property to be marketed

h) Alarm codes and other security information where we are conducting viewing
i) Official or other photographic identity confirmation

j) Copies of appropriate documents to confirm home address

21.5 The following personal data may be collected, held, and processed by us from
applicants for tenancies and tenants:

a) Name

b) Home address

c) Contact telephone numbers
d) Email address

e) The information required to complete a tenancy application (For this information
see the sample application attached to this policy document)

21.6 The following personal data may be collected, held, and processed by us from seller
clients and buyers to meet our obligations under Money Laundering Regulations:

a) Name

b) Date of Birth

c) Home address

d) Period they have lived at their current property

e) Official photographic identity confirmation

f) Copies of appropriate documents to confirm home address

g) Copies of documents to confirm that funds are available to purchase properties

11



21.7 The following personal data may be collected, held, and processed by us from
Tenants to meet our obligations under the Immigration Act 2014:

a)
b)
c)

Name
Date of Birth
Official photographic identity confirmation

22 Data Protection Measures

22.1 All our employees, agents, contractors, or other parties working on our behalf must
comply with the following when working with personal data:

a)

b)
c)
d)

f)

g9)

h)

)

K)

Where any personal data, including copies, is to be erased or otherwise disposed
of for any reason, it should be deleted and disposed of in a permanent and
secure manner. Hardcopies should be shredded, and electronic copies should be
professionally deleted.

Personal data may be transmitted over secure networks only.
Facsimile transmission of personal data is not permitted.

Where Personal data is to be transferred in hardcopy form it should be passed
directly to the recipient or sent by an appropriate delivery service after
considering the type of data and security of delivery:

No personal data may be shared informally and if an employee, agent, sub-
contractor, or other party working on our behalf requires access to any personal
data that they do not already have access to, such access should be formally
requested from Janette hughes on 01925 636 855

All hardcopies of personal data, along with any electronic copies stored on
physical, removable media should be stored using an appropriate level of
security.

No personal data may be transferred to any employees, agents, contractors, or
other parties, whether such parties are working on our behalf without, our
appropriate consent.

Personal data must always be handled with care and should not be left
unattended or on view to unauthorised employees, agents, sub-contractors or
other parties at any time.

If personal data is being viewed on a computer screen and the computer in
guestion is to be left unattended for any period of time, the user must lock the
computer and screen before leaving it.

No personal data should be stored on any mobile device (including, but not
limited to, laptops, tablets and smartphones), whether such device belongs to us
or otherwise, without our appropriate consent and in the event of such consent,
strictly in accordance with all instructions and limitations described at the time
the consent is given, and for no longer than is absolutely necessary;

No personal data should be transferred to any device personally belonging to an
employee.

12



[) Personal data may only be transferred to devices belonging to agents,

contractors, or other parties working on our behalf with our appropriate
consent.

m) All electronic copies of personal data should be stored securely using passwords.

n) All passwords used to protect personal data should be changed regularly and

should not use words or phrases that can be easily guessed or otherwise
compromised. All the software we use requires passwords.

0) Under no circumstances should any passwords be written down or shared

between any employees, agents, contractors, or other parties working on our
behalf, irrespective of seniority or department. If a password is forgotten, it
must be reset using the applicable method. IT staff do not have access to
passwords.

p) All personal data stored electronically should be backed up weekly with backups

stored off site.

23 Organisational Measures

1. We will ensure that the following measures are taken when collecting, holding,

and processing personal data:

. All employees, agents, contractors, or other parties working on our behalf will be

made fully aware of both their individual responsibilities and our responsibilities
under the GDPR and under this Policy, and they will be provided with a copy of
this policy;

. Only employees, agents, sub-contractors, or other parties working on our behalf

that need access to, and use of, personal data in order to carry out their assigned
duties correctly will have access to personal data held by us;

. All employees, agents, contractors, or other parties working on our behalf

handling personal data will be appropriately trained;

. All employees, agents, contractors, or other parties working on our behalf

handling personal data will be appropriately supervised;

. Methods of collecting, holding and processing personal data will be regularly

evaluated and reviewed;

. The performance of employees, agents, contractors, or other parties working on

our behalf handling personal data will be regularly evaluated and reviewed;

24 Data Breach Notification

All personal data breaches must be reported immediately to Janette Hughes.

If a personal data breach occurs and that breach is likely to result in a risk to the
rights and freedoms of data subjects (e.g. financial loss, breach of confidentiality,
discrimination, reputational damage, or other significant social or economic damage),
we will ensure that the Information Commissioner’s Office is informed of the breach
without delay, and in any event, within 72 hours after having become aware of it.

13



25
25.1

b)

d)

If a personal data breach is likely to result in a high risk (that is, a higher risk than that
described under Part 25.2) to the rights and freedoms of data subjects, we will
ensure that all affected data subjects are informed of the breach directly and without
undue delay.

Data breach notifications will include the following information:
1. The categories and approximate number of data subjects concerned;
2. The categories and approximate number of personal data records concerned;
3. The name and contact details of Janette Hughes

4. The likely consequences of the breach;

Covid 19 data protection updates

Details of the measures we have taken or proposed to be taken to address the breach

including, where appropriate, measures to mitigate its possible adverse Cyber
security and homeworking

Devices (and where relevant, employees’ own devices) are fully updated with the
latest operating system and key software updates.

Employees will only use work devices when working from home. Documents will be
stored on our trusted networks or cloud services. If such services and solutions are
not available, employees should be required to back up locally saved documents
regularly on the employer’s device.

If employees do have to use their own devices to carry out work, we will provide
remote training sessions and remote access. We will ensure that employees only use
work email accounts rather than personal accounts and update passwords regularly.
With the exception to the Office Manager for confidential e-mails between Director
and Manager and Manager to members of the team. Where a secure cloud solution
is available, documents should be saved in this secure environment rather than
locally on employees’ own devices. Once organisations resume working from their
usual offices, it is recommended that employees are asked to delete any work-
related data saved on their own devices

Paper documents. Employees will be asked to keep such hard copy documents
secure and keep a register of the documents they have taken home.

To monitor staff wellbeing during this challenging time, we may need to collect
information from employees or visitors. As health data falls under the special
categories of personal data, we must take additional precautions when collecting and
processing such data. This is necessary, even when the processing is intended to
protect employees.

14



f) Response team and confidentiality. All COVID-19 related health data collected and
processed will only be accessible by very limited numbers of senior staff who have a
need to know the information and are subject to confidentiality obligations. Such
personal data will be stored securely as other health data.

g) Keep data subjects informed — We strongly encourage self-reporting of relevant
travel history and suspected COVID-19 symptoms. We have explained to staff how
such personal data will be used and for how long they may be retained. Where
visitors are requested to voluntarily provide such personal data, we will provide hard
copies of privacy notice if they would like a copy.

h) Only process data 'necessary' for the purposes we are permitted to collect and
process COVID-19 related health data that is necessary to (i) support employees in
connection with their sick leave, sick pay, and other statutory employment rights and
(ii) to ensure the health and safety of the workforce as required by law. What is
'necessary' is interpreted restrictively under the General Data Protection Regulations
('GDPR') — the data collection must be a targeted and proportionate way of achieving
the purpose. Guidance from the UK government and the Foreign & Commonwealth
Office ('FCO') can be a useful tool to assess what types of personal data are relevant
for assessing risks. For example, we can ask employees and visitors to self-report
whether they have recently visited the affected areas as indicated by the FCO and/or
displaying symptoms as published by the NHS. Organisations are also justified in
recording medical diagnosis of COVID-19 for health and safety purpose but should
ensure any records are factual rather than speculative.

i)  We will only share information that is necessary for the intended purpose — For
example, to contain the spread of COVID-19, organisations may need to conduct
contact tracing and inform some of its staff to self-isolate because of close contact
with a suspected/confirmed case. In these cases, it will not always be necessary to
share the name of the staff with suspected or confirmed COVID-19.

j) Documentation — Whilst the development of the pandemic could raise challenges,
any decision-making process should still be documented as usual.

k) There must be a specific processing basis that justifies the collection of the Special
Category Data. A list of these is set out in the Data Protection Act 2018. The
processing basis that applies, in this case, is one of a group of public interest bases
and specifically is the processing basis which allows collection for the purpose of
safeguarding individuals at risk.

) Special Category Data can only be collected if the party collecting it has an
appropriate written policy which allows for this to be done. The ICO provides
an outline policy document attached for this purpose which gives a checklist of
information and items that can be completed to create a satisfactory written
policy. The Data Protection Act 2018 (DPA 2018) outlines the requirement for an

Appropriate Policy Document (APD) to be in place when processing special category
(SC) and criminal offence (CO) data under certain specified conditions.

Almost all of the substantial public interest conditions in Schedule 1 Part 2 of the DPA 2018,

15


https://ico.org.uk/media/for-organisations/documents/2616286/appropriate-policy-document.docx

plus the condition for processing employment, social security and social protection data,
require you to have an APD in place. (See Schedule 1 paragraphs 1(1)(b) and 5).

This document should demonstrate that the processing of SC and CO data based on these
specific Schedule 1 conditions is compliant with the requirements of the General Data
Protection Regulation (GDPR) Article 5 principles. In particular, it should outline your
retention policies with respect to this data. (See Schedule 1 Part 4).

If you process SC or CO data for a number of different purposes you do not need a separate
policy document for each condition or processing activity — one document can cover them all.
You may reference policies and procedures which are relevant to all the identified
processing. Whilst you may explain your compliance with the principles in general terms,
without specific reference to each individual Schedule 1 condition you have listed, you should
provide the data subject with sufficient information to understand how you are processing
their SC or CO data and how long you will retain it for.

However if you rely on one of these conditions, your general record of processing activities
under GDPR Article 30 must include:

(a) the condition which is relied upon;
(b) how the processing satisfies Article 6 of the GDPR (lawfulness of
processing); and

(c) whether the personal data is retained and erased in accordance
with the retention policies outlined in this APD, and if not,

the reasons why these policies have not been followed.

The APD therefore complements your general record of processing under Article 30 of the
GDPR and provides SC and CO data with further protection and accountability. See
Schedule 1 Part 4 paragraph 41.

You must keep the APD under review and will need to retain it until six months after the date
you stop the relevant processing. If the Commissioner asks to see it, you must provide it free
of charge. See Schedule 1 Part 4 paragraph 40.

You should read this document alongside our Guide to the GDPR.

Note your APD does not have to be structured in accordance with this document. This
template is intended as a guideline only.

Description of data processed

Give a brief description of each category of SC/CO data processed. You may wish to refer to
your Article 30 record of processing for that particular data:

16
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Schedule 1 condition for processing

Give the name and paragraph number of your relevant Schedule 1 condition(s) for
processing. Alternatively, you may wish to provide a link to your privacy policy, your record of
processing or any other relevant documentation:

Procedures for ensuring compliance with the principles

You need to explain, in brief and with reference to the conditions relied upon, how your
procedures ensure your compliance with the principles below.

This helps you meet your accountability obligations. You have a responsibility to
demonstrate that your policies and procedures ensure your compliance with the wider
requirements of the GDPR and in particular the principles. The sensitivity of SC and CO data
means the technical and organisational measures you have in place to protect such data are
crucially important.

The questions listed in each box are intended to help you describe how you satisfy each
principle generally, and are based on the checklist for each principle provided in the Guide to
the GDPR. They are not exhaustive and are only intended to act as a guideline.

In explaining your compliance with the principles you should consider the specifics of your
processing with respect to the SC and CO data you have identified above.

You may also wish to answer other questions which are included in our Guide to the GDPR
checklists (see links in each section below).

There is also no requirement to reproduce information which is recorded elsewhere —
questions may be answered with a link or reference to other documentation, to your
policies and procedures, Data Protection Impact Assessments (DPIAs) or to your
privacy notices.

Accountability principle
i. Do we maintain appropriate documentation of our processing activities?
i. Do we have appropriate data protection policies?

iii. Do we carry out data protection impact assessments (DPIA) for uses of personal data
that are likely to result in high risk to individuals’ interests?

See general checklist for Accountability and Governance.
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Pr|n0|ple (a): lawfulness, fairness and transparency

Have we identified an appropriate lawful basis for processing and a further Schedule
1 condition for processing SC/CO data?

Do we make appropriate privacy information available with respect to the SC/CO
data?

Are we open and honest when we collect the SC/CO data and do we ensure we do
not deceive or mislead people about its use?

See general checklist for Lawfulness, fairness and transparency.

Pr|n0|ple (b): purpose limitation

Have we clearly identified our purpose(s) for processing the SC/CO data?

Have we included appropriate details of these purposes in our privacy information for
individuals?

If we plan to use personal data for a new purpose (other than a legal obligation or
function set out in law), do we check that this is compatible with our original purpose
or get specific consent for the new purpose?

See general checklist for purpose limitation.

Pr|n0|ple(c) data minimisation

Are we satisfied that we only collect SC/CO personal data we actually need for our
specified purposes?

Are we satisfied that we have sufficient SC/CO data to properly fulfil those purposes?
Do we periodically review this particular SC/CO data, and delete anything we don't
need?

See general checklist for Data minimisation.

PrlnC|pIe (d): accuracy

Do we have appropriate processes in place to check the accuracy of the SC/CO data
we collect, and do we record the source of that data?

Do we have a process in place to identify when we need to keep the SC/CO data
updated to properly fulfil our purpose, and do we update it as necessary?

Do we have a policy or set of procedures which outline how we keep records of
mistakes and opinions, how we deal with challenges to the accuracy of data and how
we ensure compliance with the individual’s right to rectification?
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See general checklist for Accuracy.

Principle (e): storage limitation
i. Do we carefully consider how long we keep the SC/CO data and can we justify this
amount of time?
ii. Do we regularly review our information and erase or anonymise this SC/CO data
when we no longer need it?
iii. Have we clearly identified any SC/CO data that we need to keep for public interest

archiving, scientific or historical research, or statistical purposes?

See general checklist for Storage limitation.

Principle (f): integrity and confidentiality (security)
i.  Have we analysed the risks presented by our processing and used this to assess the
appropriate level of security we need for this data?
i. Do we have an information security policy (or equivalent) regarding this SC/CO data
and do we take steps to make sure the policy is implemented? Is it regularly
reviewed?

iii.  Have we put other technical measures or controls in place because of the
circumstances and the type of SC/CO data we are processing?

See general checklist for Security.

Retention and erasure policies

You need to explain your retention and erasure policies with respect to each category of
SC/CO data (this could include a link to your retention policy if you have one). You need to
explicitly indicate how long you are likely to retain each specific category of SC/CO data.
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APD review date |

m) Special Category Data is far more sensitive than ordinary personal data and will have
greater security applied to it. it is important to consider whether this type of data
needs to be available to everyone. For example, accounts staff will need to know
about rent payment data but will have little need to be acquainted with health data
and so should not routinely have access to this.

n) Consideration will be given to deleting this data. Once the current emergency is over
there will be no need to maintain records on who did or did not have coronavirus
symptoms. Paper documents will be shredded, and electronic records will be
permanently deleted.

0) Whilst the ICO cannot change the statutory timeframes laid out in GDPR, the ICO
acknowledged that resources may need to be diverted away from day-to-day
compliance work. The ICO will send out communications to data subjects so that they
are aware of the potential delay in receiving responses to data subject rights
requests. Under GDPR, organisations may also extend the period for responding to
data subject requests where the relevant conditions are met.

20




